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(57) Abstract :

The present disclosure relates to a system (100) for detection of credential phishing on a URL or email and mitigation of the attack. It
involves screening of emails or data from any other website (108) for credential phishing or any other kind of phishing. A feature
extraction (106) is performed on the data from the websites (108) or the received emails for extracting the DNS address, Internet
Protocol (IP) address, email name and other features to determine their authenticity. Then the features are screened for any kind of
malicious activity and are added to a blacklist if any phishing attempts are identified. The system (100) can identify a variety of

phishing attempts such as vishing, smishing, honey pots and so on. It can also identify if the name of the user is being used
maliciously and illegally for any online transactions or emails. The system (100) also includes a method for prevention of any

potential attacks or malicious activity to harm the computer system (100).
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