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(57) Abstract :

The present disclosure relates to a system (100) and method (300) to detect and mitigate false data injection attacks (FDIA) in DC
microgrids. The system includes a processor (102) that instructs an artificial neural network (ANN) model to estimate a value of DC
bus voltage for a DC microgrid and receives an input value of DC bus voltage from one or more users (114) through one or more
computing devices (112). Additionally, the system compares the received input value of DC bus voltage and estimated value of DC
bus voltage with a predetermined threshold value of DC bus voltage to enable identification of FDIA occurrence, matches compared
values of DC bus voltages from the ANN model to identify and retrieve an inaccurate data caused by the FDIA and displays the
inaccurate data caused by the FDIA to one or more users (114) on one or more computing devices (112).
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