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(57) Abstract :

The present disclosure relates to a system (100) and method for scanning vulnerabilities in mobile devices (106) and for providing
solutions for them. The system (100) can be connected to multiple mobile devices (106) at once and it uses multi-threading concepts
to scan all the mobile devices (106) for any security vulnerabilities present in the different layers of the devices. The system (100)
provides features to extract security, performance and fault measurements for all the layers of the device such as the operating system
layer, the libraries layer, the application framework layer, and the application layer. The security vulnerabilities can include any
malware or ransomware attacks, phishing attempts, unauthorized user (108) login, or even data corruption. The appropriate solutions
for the detected security vulnerabilities are displayed on a dashboard so that the user (108) gains all information regarding the
addressing of the security vulnerabilities. The mobile devices (106) can be connected to the system (100) through USB cables, or
remotely through a network (104), or Bluetooth and Wi-Fi services.
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