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(57) Abstract :

The present invention discloses a system (100) for detecting and preventing unauthorized access to an admin panel, the system (100)
includes a processor (102) that upon receipt of requests to access the admin panel, verifies credentials of users attempting to access
and compares them with stored user profiles to detect unauthorized users. The authenticity of the accessed admin panel is determined
based on predetermined criteria and patterns. Upon detection of a fraudulent admin panel or an unauthorized user, the system
generates an alert that is transmitted to a computing device of an administrator. The system further includes permission control, audit
trail recording, a user interface for system management, behavior analysis for detecting suspicious activities, backup creation, and
response mechanisms to mitigate security breaches.
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