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(57) Abstract :

The present disclosure relates to a system (100) and method for scanning vulnerabilities in the bytecode of an Ethereum Virtual
Machine (EVM) (110). The system (100) includes a processor (102) that receives bytecode from one or more EVMs (110) and
analyses all the bytecode to scan for vulnerabilities or defects in the smart contracts of the EVM (110). The bytecode is a low-level
programming language, and the system (100) first converts it into a higher-level programming language that can be easily analysed by
it. The data of the smart contracts is stored in a confidential and secure manner and if there are any vulnerabilities in the bytecode,
then alerts or warning are issued by the system (100) on an interface (104) and suitable alerts are also sent to the user. The
vulnerabilities may include another user trying to overwrite in the smart contract, change in ownership, data corruption or even
syntactical errors in the bytecode. Therefore, the system (100) aims at providing an efficient method to scan the entire bytecode of an
EVM (110) to ensure that it is a safe distributed state machine to store important smart contracts.
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