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(57) Abstract :

The present invention discloses a system for auditing configuration of AWS (Amazon Web Services) in a cloud computing
environment. The system includes a processor (102) and a memory (104) that execute instructions to perform various tasks. The
system receives log data from multiple AWS services, centralizes and parses the data to generate summaries and warnings. Also, the
system utilizes a query language to enable visualization and search of the log data in CloudWatch. Additionally, the system creates
custom rules using AWS Config rules to address compliance requirements. Upon detecting audit findings, the system generates and
transmits alerts to authorized individuals. The received log data can encompass various types of logs, such as user transactions,
consumer behavior, sensor activity, machine behavior, and security risks. The system allows for saving and reusing queries for
repeated log data analysis.
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