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(57) Abstract :

The present disclosure relates to a system (100) and method (300) to detect and mitigate cross-site scripting (XSS) attack. The system
receives an input feature from a machine learning model trained using a predetermined XSS assault data and designed features,
formats predetermined XSS assault data for training of machine learning model, evaluates performance of machine learning model
against a dataset of predetermined XSS attacks, and integrates it to a production environment for a real-time XSS attack detection and
prevention. Additionally, the system monitors and detects change in patterns in XSS attacks and updates machine learning model with
new information. The processor (102) integrates the system with an intrusion detection solution to provide network security, predicts
XSS attacks in real-time using machine learning model by analyzing incoming web requests and alerts and mitigates by generating
alerts to a computing device (112), upon detection of potential XSS attacks by notifying security personnel and executing preventive

measurces.
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