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(57) Abstract :

The present disclosure relates to an intrusion detection system (100) and method (300) that includes a processor (102) and memory
(104) that execute a set of instructions to detect various forms of network intrusion. The system downloads an SSL certificate, extracts
information from it, compare it to a trusted local copy, and detects seized networks, wildcard certificates, and subject alternative
names with DNS entries. Additionally, the system records signal strength indicator data and declare a rogue access point if there are
discrepancies in the received RSSI values. The processor (102) also generates an alert and transmits the alert in real-time to security
personnel computing devices (114). The system correspondingly performs at least one action to prevent the impact of detected
intrusion and unauthorized access.
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