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(57) Abstract :

The present disclosure relates to a system (100) to detect and mitigate Execute After Redirect (EAR) vulnerabilities in web
applications. The system (100) includes a processor and memory that store executable instructions for receiving requests from
unauthenticated users to access content, redirecting them to a login page to obtain an authenticated session, and intercepting the
redirected requests before the login page is loaded. The intercepted requests are then analyzed to identify if they contain sensitive
content intended for authenticated users. Based on this analysis, the system determines if the requests are susceptible to an EAR
exploit and transmit notifications to a computing device regarding the presence of an EAR vulnerability. The system also prevents
execution of the remaining part of the login page after redirection, mitigating the EAR vulnerability to protect against potential
exploitation and compromise of the web applications.
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