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(57) Abstract :

The present disclosure relates to a system (100) to detect and mitigate privilege escalation in computing devices (106). The system
identifies various issues, including vulnerabilities, misconfigurations, and inappropriate access rules, using a privilege escalation
detection module. Additionally, the privilege escalation detection module may monitor passwords for testing sudo rules, and a
recommendation engine may facilitate generating instructions for issue remediation. Also, the system monitors and analyzes user
account activities using a reconnaissance module, generates an audit log of user activities using an audit logging module, and
transmits the audit log to a remote syslog host through a remote syslog forwarding module. Further, reconnaissance module may
identify suspicious activity and send warnings to administrators, and the remote syslog forwarding module may encrypt the audit log
prior to transmission. The system further transmits notifications to administrators about detected issues and recommends actions to
remediate them.
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