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(57) Abstract :

The present disclosure relates to a system and a method of acquiring indicators of compromise (IoC), detecting cyber security incident
using IoCs including a novel hashing technique, and detection of windows event logs tampering in an end point / host event logs,
particularly detection of tampering in security and system event logs, network traffic logs. It involves obtaining, at acquisition unit
102, ToCs through email parsing module, TAXII client and server. A shipping unit 108-1 comprising of log read and shipping agents,
which reads network and host event logs, format logs, filters logs and ship to the server. A monitoring unit 106 comprising a learning
engine 104, which detects end-point / host and networking event log tampering, based on novel event log tempering detection
technique, and incident mitigation and response, at the response unit 112. Communication with tampering IoC is blocked for
protection against current and future incidents.
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