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(57) Abstract :

The present invention relates to a system (100) for implementing two-factor authentication. The system (100) includes a ledger (102)
for storing information, one or more processors coupled with a memory, and instructions stored in the memory for providing public-
private key pairs and registering entities based on their blockchain addresses. The system also allows users to request access to
registered servers, deletes tokens based on entered OTPs, and enables data restoration through private key entry. Further, the system
utilizes a distributed ledger technology blockchain and may include a self-executing contract, mobile notifications, and a dedicated
authenticator app for added security.
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