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(57) Abstract :

Present disclosure relates to a system (102) for creating and implementing a honeypot defence security mechanism on a server. The
system (102) receives a request from a third-party user and records the received request. Next, the system (102) generates a sitemap of
a plurality of URL pathways as a honeypot based on the recorded request by launching a web server. Next, the system (102) detects an
attempt to open an URL pathway of the plurality of URL pathways by the third-party user in the generated sitemap and updates a
source code of the server without interrupting execution of the server or restarting the server based on the detected attempt to open the
URL pathway by the third-party user. Finally, the system (102) displays a fake webpage to the third-party user.

No. of Pages : 24 No. of Claims : 10

The Patent Office Journal No. 11/2023 Dated 17/03/2023 26296



