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(57) Abstract :

A system 100 and method for intrusion detection and reporting in wireless network devices 102 include at least one wireless access
point 104, and a server 106 configured with a plurality of modules for detection of wireless intrusions in a wireless network 120. The
server 106 configured to, track wireless network traffic, scan at least one wireless communication signals to detect occurrence of
suspicious activities and dangerous behavior, identify at least one network device 102 to allow them examining data included in the
network packets, analyze and recognize the services and operating systems being used to examine data and to detect abnormal
activity, and report the detected abnormal activity to administrator through the plurality of modules. The system consoles, database
servers, administration servers and sensors are parts of the wireless intrusion detection module, and the method makes it automated,
simpler to adhere to security protocols.
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