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(57) Abstract :

A system 100 and method 300 for monitoring malicious traffic in enterprises network include a server 108 configured with a plurality
of modules for monitoring malicious traffic, in particular distributed denial-of-service using machine learning approach in a network
120. The server 108 include one or more processors 202 configured to receive external and internal network traffic data to identify
Internet protocol address and hostile programme for one or more malicious traffic attacks, enable firewall logging of accepted and
denied traffic to determine origination of attack, and generate warning to the network administrator. The method 300 further define
strict transmission control protocol keep alive and maximum connection configuration on all perimeter devices 102.
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